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Last Week

What it means to be a professional
Professional knowledge
Theory knowledge
Practice knowledge
Trustworthy
Trustworthy intentions
Trustworthy competence
Best Practices!

My Background

e Long involvement with “practice”

e “Teaching current practice”, 1975 SEE Conference

e 2000: Best Practices become practical

o IT Risk Management

e CIPS IT Risk Management Guideline

o IT Service Management (ITIL)

e Canadian itSMF National Conferences

e IT Governance (COBIT)

e Toronto COBIT Users Group




Knowledge Mix

Background knowledge

o Mathematics; natural language; psychology; etc.
Knowledge of “facts”

e Languages; operating systems; markets; etc.
Knowledge of theory

o Computation; communications; hardware; etc.
Knowledge of practice

e Experience using computing

¢ Professional ethics; practices

o Established best practices

Achilles Heel

e Best Practice Knowledge
e Happens during internship
e But no internship in IT

e Best Practice Coverage
e Read, study best practice
e Apply best practice

e Programme Percentage
e Today: less than 1%
e Future: more than 5%




Best Practices

e Best Practice knowledge

e Key professional responsibility
e Awareness of Best Practices
e Selective use of Best Practices

e It's the ethical thing to do
e It's the professional thing to do
e It's the prudent thing to do

But ...

GO (\ )gle ‘ "pest practices" +computing| Search

| About 23,100,000 results (0.14 secon ds) |




Best Practices /
Standards

IT Governance : COBIT
IT Service Management : ITIL
Systems Engineering : CMMI

International & US
e IEC, ISO, ANSI, AIAA, EIA, IEEE, INCITS, INCOSE, PMI

Governments, Military Establishments,
Industries, Special Interests

Canadian Standards
Association

Zcsa M
STANDARDS

Home | AboutCSA | ContactUs | Careers | News
Public Review

Home > Standards > Information Technology & Telecommunication
—

| B143.1. Natural Gas & Propane

Information Technology &
Telecommunication

The definitive resource for gas and
propane industry workers across

=

Information Technology & Telecommunication

The world depends on fast, reliable communications systems. Standards are essential to ensure technical compatibility
and efficient operation. From the nuts and bolts” of basic telephone wiring and equipment to the complex elements of
languages it between system elements, security-

Canadian Standards Associations (CSA) is the Canadian source for standards-based solutions

For more than 20 years, CSA has worked with it such as ISO/IEC
JTC1 and ANSI committees, to ensure that national businesses have access to hundreds of up-to-date intemnational
standards for CSA influence the in these standards, and then adopt or adapt

them to meet Canadian needs. CSA also develops uniquely Canadian solutions where the need exists

996 IT & Telecom Standards




Useful Text

e Published 2006
= o IEEE “inspired”
The Road Map =

to Softwdre
Engineering
A Standards-Based Guide

Requirements
Design
Construction
Testing
Maintenance
Configuration

Quality
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Limited Time — Big 3

e COBIT — Control Objectives for
Information and Related Technologies
v.4.1 [ITGI]

o ITIL — IT Infrastructure Library v.3 [UK
OGC(C]

e CMMI — Capability Maturity Model
Integrated v.1.3 [CMU SEI]




Software Engineering
Institute

% Software Engineering Institute | CarnegieMellon AZIndex | Search

HOME | OUR WORK | OUR SOLUTIONS | PRODUCTS & SERVICES | LIBRARY | NEWS | CAREERS | Al

Acquisition Support Process & Performance Software Architecture
Impravement

Measurement & Analysis Software Product Lines
Risk & Opportunity

Performance & Managemen: System of Systems
Dependability

Security & Survivability Ultra-Large-Scale

Predictability by Systems
Construction

Recent SEI Papers

Reports & Papers

£ subscribe to thi

Future Scenarios: An Integrated Strategic Planning Framework (CMU/SEI-
2010-TR-037)

CMMI for Acquisition, Version 1.3

(October 2010) The CMMI-ACQ model provides guidance for applying CMMI
best practices in an acquiring organization. Best practices in the model focus
on activities for iniiating and managing the acquisition of products and
services to meet the needs of customers and end users. (CMU/SEI-
2010-TR-032)

CMMI for Development, Version 1.3

(October 2010) The CMMI-DEV model provides guidance for applying CMMI
best practices in a development organization. Best practices in the model
focus on activities for developing quality products and services to meet the
needs of customers and end users. (CMU/SEI-2010-TR-033)

CMMI for Services, Version 1.3

(October 2010) The CMMI-SVC model provides guidance for applying CMMI
best practices in a service provider organization. Best practices in the model
focus on activities for providing quality services to customers and end users.
(CMU/SEI-2010-TR-034)




Aside ...

GO Ugle ‘ cmmi Search

About 5,480,000 results (0.10 seconds) Advanced search

» Capability Maturity Model Integration - Wikipedia, the free ...

Capability Maturity Model Integration (CMMI) is a process improvement
approach that helps organizations improve their performance. CMMI can be
used fo guide ...

Overview - Histary - CMMI topics - Applications
en.wikipedia.org/wiki/Capability_Maturity_Model_Integration -

Cached - Similar

Wikipedia is often a good place to start

Service Management

©&m 060

The Official Introduction
to the ITIL Service Lifecycle

BOOKS:
5 High Leve
5 Detailed




A MANAGEMENT GUIDE

Service Operation
based on ITIL® V3

ITILV3
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Information and related
Technology — COBIT

-~
Governance
Management
Control
Audit
CoBiT1 CoBI1T2 CoBIT3 CoBIT4
1996 1998 2000 2005

Plus Val IT & Risk IT




Basic Principle

Business

Requirements dive the

investments in

which responds
o

Enterprl'se IT Resources
Information

1o deliver

that are

IT Processes s

IT Goals

Enterprise
Strategy

. _:; " Enturpnsa T
Goals for IT IT Goals Am;lnltrﬁﬁm Scorecard

Business Goals for IT Enterprise Architecture for IT
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Goal Connections

Malma#n Ensure 1at 1T senvioes Detectand resolve
MSDW nﬁm can ;Wﬂirﬂ'gw inauthorised
leatership, TECOVEr rom 2llacks. 0858
Business Goal IT Goal Process Goal
L Ensure hat IT ervices L et and e b Undmmrw
remcva!nr ﬁ;} ﬂ%ﬂm‘ nalthorised access, w\ne;:m{fs and

Process Goals Activity Goals

IT Goals

CobiT Cube

Business Requirements

g PROCESSES ;+; § E £
T seee o
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Maturity Model

Initial/  Repeatable Defined Managed and
Non-existent Ad Hoc but Intuitive  Process Measurable Optimised

0 1 2| 1|i 4 5
LEGEND FOR SYMBOLS USED LEGEND FOR RANKINGS USED
Enterprise current status 0—Management processes are not applied at all.

1—Processes are ad hoc and disorganised.

‘ Industry average 2—Processes follow a regular pattern.

Enterprise target 3—Processes are documented and communicated.
4—Processes are monitored and measured.
5—Good practices are followed and automated.

Maturity Model:
Translation

0 Non-existent — can't even spell it

1 Initial — only a hero can pull it off

2 Repeatable — but only for standard stuff
3 Defined — can handle everything

4 Measurable — can manage by numbers
5 Optimized — auto self-improvement

12



Maturity Models

e Theoretical weakness
e Not just one improvement path
e Higher isn't always better
e Practical strength
e Easy to understand/communicate
« Effective organizational targets

e Use, but with caution

CobiT — The Four
Domains

Business’s Responsibility , IT’s Responsibility ; Business’s Responsibility
«| Business “ ! Business |
Controls ” IT General Controls ! Controls
Plan and Organise

Functional I I
Requirements — Acquire Deliver
and and o Automated
Control > Implement Support Services
Requirements

Monitor and Evaluate m‘

.
Application Controls




CobiT 34 Processes

ME1 Monitor and evaluate IT performance.

ME2 Monitor and evaluate internal control

ME3 Ensure compliance with external requirements.
ME4 Provide IT governance.

PO1 Define a strategic IT plan

P02 Define the information architecture.

P03 Determine technological direction.

PO4 Define the IT processes, organisation and relationships.
PO5 Manage the IT investment

PO6 Gommunicate management aims and direction

PO7 Manage IT human resources.

P08 Manage quality

P09 Assess and manage IT risks.

INFORMATION PO10 Manage projects.
CRITERIA

ffectiveness
iciency
x:nnd_nnliality
Valablity
omplianc
MONITOR AND 3
EVALUATE PLAN AND
ORGANISE
IT RESOURCES
- Applications
Information
Infrastructure
Pl

DELIVER AND
SUPPORT ACQUIRE AND
IMPLEMENT

DS1 Define and manage service levels.
DS2 Manage third-party services.

DS3 Manage performance and capacity. Al Identity automated solutions.
DS4 Ensure continuous service. A12 Acquire and maintain application software

DS5 Ensure systems security. AAI3 Acquire and maintain technology infrastructure.
DS Identity and allocate costs. Al4 Enable operation and use.

DS7 Educate and train users. AI5 Procure IT resources.

DS8 Manage service desk and incidents. AI6 Manage changes.

DS9_Manage the configuration A7 Install and accredit solutions and changes.

DS10 Manage problems.

DS11 Manage data.

DS12 Manage the physical environment
DS13 Manage operations.

Process Framewor

Control over the IT process of
process name
that satisfies the business requirement for IT of
summary of most important IT goals
by focusing on
summary of most important process goals
is achieved by
activity goals
and is measured by

key metrics
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Al Acquire &
Implement

AIl Identify Automated Solutions

AI2 Acquire and Maintain Application Software

AI3 Acquire and Maintain Technology
Infrastructure (exampie follows)

Al4 Enable Operation and Use

AI5 Procure IT Resources

AI6 Manage Changes

AI7 Install and Accredit Solutions and Changes

T T T YOS TN S OT T eI T TerTT Y

Technolog
Infrastructure

Control over the IT process of
Acquire and maintain technology infrastructure
that satisfies the business requirement for IT of
acquiring and maintaining an integrated and standardised IT infrastructure
by focusing on

providing appropriate platforms for the business applications in line with the defined IT
architecture and technology standards

is achieved by

+ Producing a technology acquisition plan that aligns to the technology
infrastructure plan

« Planning infrastructure maintenance

+ Implementing internal control, security and auditability measures

and is measured by

+ Percent of platforms that are not in line with the defined 1T
architecture and technology standards

+ Number of critical business processes supported by obsolete
(or soon-to-be-obsolete) infrastructure

* Number of infrastructure components that are no longer supportable
(or will not be in the near future)

15



AI3 Inputs & Outputs

PO3  |Technology infrastructure plan,
standards and opportunitites;
regular ‘state of technology’ updates
PO8  |Acquisition and development
standards
PO10 |Project management guidelines and
detailed project plans
All Business requirements feasibility study
Al6 Change process description
DS3  |Performance and capacity plan
(requirements)
Procurement decisions Al5
Configured system to be tested/installed AIT
Physical environment requirements DS12
Updates for technology standards PO3
System monitoring requirements DS3
Infrastructure knowledge Al4
Initial planned operating level agreements DS1
(OLAs)
RACI Chart Functions
A
& 3
& § 3 § s
=
g
§ &/8/s/8/8/ RS
$ 5/&/8/8 :
q £ F/5/3 é?ﬁf
I} §/ 8/ s
N TN
S/8/ & g & 3
Activities §/8/8/8/8/&/6/8/€ 5:3@#
Define the acquisition procedure/process. C A c|C|C]|R |
Discuss infrastructure requirements with (approved) vendors. ¢/l Al T |R|C|CI|R |
Define stratagy and plan maintenance for infrastructure. A RIR|R|C
Configure the infrastructure components. A RI|C

A RACI chart identifies who is Responsible, Accountable, Consulted and,/or Informed.

16



AI3 Maturity Scale

0 Non-existent when
Managing the technology infrastructure is not recognised as a sufficiently
important topic to be addressed.

1 Initial/Ad Hoc when
There are chan%es made to infrastructure for every new application, without any
overall plan. Although there is an awareness that the IT infrastructure is
important, there is no consistent overall approach. Maintenance activity reacts
to short-term needs. The production environment is the test environment.

2 Repeatable but Intuitive when
There is a consistency amongst tactical approaches when acquiring and
maintaining the IT infrastructure. Acquisition and maintenance of IT
infrastructure are not based on any defined strategy and do not consider the
needs of the business applications that must be supported. There is an
understanding that the IT infrastructure is important, sugmorted by some formal
practices. Some maintenance is scheduled, but it is not fully scheduled and co-
ordinated. For some environments, a separate test environment exists.

3 Defined when
A clear, defined and generally understood process exists for acquiring and
maintaining IT infrastructure. The process Sl#)gorts the needs of critical
business applications and is aligned to IT and business strategy, but it is not
consistently applied. Maintenance is planned, scheduled and co-ordinated. There
are separate environments for test and production.

Business Goals to IT
Goals

Goals IT Goals
1 | Provide a good return on investment of [T-enabled business investments. | 24
Financlal | 2 | \anage T-related business risk. 2 |14 |17 18 |19 |20 |2 |2
i 3 | Improve corporate governance and transparency. 2 |18
4 | Improve customer orientation and service. 3|23
5 | Offer competitive products and services. 5 | 24
6 | Establish service continuity and availabiity. 0| 1622 |23
Perspective | 7 | create agility in responding to changing business requirements. 1 5 (25
8 | Achieve cost optimisation of service delivery 7 B [10] 24
9 | Obtain reliable and useful information for strategic decision making. 2 |4 (1220|286
10 | Improve and maintain business process functionality. 67|
11 | Lower process costs. 7 B (13 [15 | 24
Internal 12 | Provide compliance with external laws, regulations and contracts. 2 (19|20 |21 | 22|26 |27
Perspective | 13 | Provide compliance with Intemal policies. 2 (13
14 | Manage business change. 1[5 [6 [11]28
15 | Improve and maintain cperational and staff productivity. 4 B [11]13
Leamning and | 16 | Manage product and business innovation. 5 | 25|28
Growth
F 17 | Acquire and maintain skilled and motivated people. 9
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IT Goals to IT
Processes

M Goals Processes
1 |Respond to business requirements in alignment with the business strategy. PO1] PO2| PO4|PO1TO| AlT | A6 [ AI7 [DS1 | DS3|MET
2 [Respond fo.governance requirements in line with board direction. PO1| PO4|PO10} MET | ME4
3 |Ensure of end users with service offerings and service levels. PO8| Al4|DS1|DS2|DS7 | DS8 [DS10|DS13
4 |Optimise the use of information. P02| D811
5 |Create IT agility PO2| PO4| PO7| AI3
6 |Defing how business functional and control requirements are translated in effective and efficient automated solutions. Al[ AiZ| Al
7 [Acquire and maintain integrated and standardised ion systems. PO3| AI2| A5
8 [Acquire and maintain an infegrated and standardised IT infrastructure. A3 [ A5
9 (Acquire and maintain IT skills that respond to the IT strateqgy. PO7| A5
10|Ensure mutual satisfaction of third-party r DS2
11|Ensure seamless integration of info business processes. PO2| Al4| AI7
12|Ensure transparency and understanding of IT cost, benefits, strategy, policies and service levels. PO5| POB| DS1| DS2 | DSB |ME1 [ME4
13|Ensure proper use and performance of the applications and technology solutions. POB| Al4| AI7 | DST |DS8
14|Account for and protect all IT assefs POY| DS5| DS9|DS 12| ME2
15{Optimise the T infrastructure, resources and capabilities. PO3| Al3 | DS3| DS7|DS8
16|Reduce solution and service delivery defects and rework. PO8| Al4| Al6 | A7 |DSTO|
17|Protect the achievement of IT objectives. P09(DS10 ME2
18|Establish clarity of business impact of risks to IT objectives and resources. P09
ARl E mmren ik moianT mnd ~am B Am Wl Tt mbTe o Tm R ] fom Sm o o e 7k b i 2 T el mRETmeailneTn

Uses of CobiT

e Respond to audit/control

e Plan internal process improvements
e Identify most important processes
e Determine the required improvements
e Build next years’ improvement plan

e Use CobiT to identify best practices

Overview of International
IT Guidance, 2" Edition




CobiT Mapping Best
Practices

COBIT

COSO

ITIL

ISO/IEC 17799:2005

FIPS PUB 200

ISO/IEC TR 13335

ISO/IEC 15408:2005/Common Criteria/ITSEC
PRINCE2

PMBOK

TickIT

CMMI

TOGAF 81

IT Baseline Protection Manual
NIST 800-14

CobiT Mapping (v.4)

JO a

PO Al DS ME
C0S0 + + 0 0
ITIL 0 0 + -
ISO/IEC 17799 0 + + o
FIPS PUB 200 0 + + o
ISO/IEC 13335 0 0 0 -
ISO/IEC 15408 - 0 -
PRINCE2 0 -
PMBOK 0 - - -
TicklT - + - 0
CMMI - + - o
TOGAF 81 0 - -
IT BPM 0 - 0 -
NIST 800-14 0 + + 0

(+) Frequently addressed
(0) Moderately addressed
(-) Not or rarely addressed
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Details

Figure 11—High-level Mapping of Guidance to CosIT Processes

g g |8 8 -
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PO 1 + - - - - - - - - -
PO 2 + + + + +
PO 3 + + + + + + +
PO 4 + + +
PO 5 -
PO 6 +
PO 7
PO 8
PO 9
PO 10

Al

Al2

Al'3

Al4

Al R

Overall Strengths /
Weaknesses

e Covers everything
¢ No industry or market focus
e Process maturity model
e Practical, linear model
e Focus on controls
* Necessary, not sufficient
e Add Val IT & Risk IT
e Everything has its place
e Taxonomy isn't universal
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Rapidly Evolving

GO (\)gle | acquisition +"best practice’|

About 7,580,000 results (0.14 seconds)

Acquisition Best Practice Clearinghouse (BPCh) i~
The DoD Acquisition Best Practices Clearinghouse (BPCh) facilitats

imp of systems engineering and software acquisition (ar|
httpsz//bpch.dau.mil/ - Cached - Similar

GO ngle ‘ cloud +computing +"best practice” Search |

About 3,610,000 results (0.18 seconds)

BMC - Cloud Management .

BMC.com/Cloud  Our Cloud Lifecycle Management Can Help You
Succeed. Find Out How

Personal / Professional

e If you work in an area

e Pay attention to Best Practices

e Best Practices only a guideline
e But important to pay attention

21



Excellent, Free
Magazines

2010: Emerging Information Technologies (I) ARCHITECTURE TODAY

Thank you

Questions, Comments, ...
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